The transformation and upgrading of the industrial manufacturing field brings important development opportunities for the promotion and deployment of the Industrial Internet of Things (IIoT). How to connect huge number of IIoT nodes to the current IP-based Internet for promoting the integration of industrialization and informationization is a key issue towards IIoT. Targeting at the insufficiency that existing algorithms only support a single channel and utilize limited number of time slots, which results in the deteriorated performance for solving the problem of resource allocation for nodes with different priorities. In this paper the self-similarity of the observation data of the IIoT nodes is evaluated to dynamically prioritize the nodes, and then Deep Q Network (DQN) algorithm is adopted to design an adaptive resource allocation method that takes into account the characteristics of diverse node priorities. Simulation results demonstrate that the proposed method can effectively improve network throughput and reduce data transmission delay in comparison with existing methods.
I. INTRODUCTION
With the deep integration of industrialization and informationization, the demands for interconnectivity in modern industries have gradually increased. Germany and the United States have successively proposed the concepts of Industry 4.0 and the Industrial Internet. The idea of Industry 4.0 was first formally presented at the Hannover Industry Fair, which referred to the fourth industrial revolution that would make the manufacturing industry more intelligent by fully combining ICT and cyber-physical technology. The Industrial Internet intended to interconnect the people, data and machines, and its essence was to combine information and communication technologies with manufacturing to make manufacturing digital and intelligent [1] . In the Made in China 2025 national development strategy formulated by China, the Internet of Things technology plays a key role in the transformation of traditional manufacturing [2] .
Industrial IoT technology is the IoT technology applied in the industrial field [3] - [5] . At present, the Internet of Things has stepped into a new era of deep integration and development with traditional industries. The transformation
The associate editor coordinating the review of this manuscript and approving it for publication was Honggang Wang . and upgrading of the industrial manufacturing industry has become the driving force for the development of the IIoT. Countries around the world have issued relevant strategic measures to seize new development opportunities [6] . Based on the IIoT technologies, it is possible to integrate modern equipments with sensing and monitoring capabilities in the industrial production processes, and then collect observation data in real time, and use mobile communication [7] , [8] and intelligent analysis [9] technologies to improve the quality of industrial manufacturing while improving production efficiency, reducing resource consumptions, so as to realize the intelligent transformation of traditional industrial manufacturing and achieve qualitative breakthroughs [10] .
In IIoT, access to a large number of functionally diverse nodes is a prerequisite for realizing industrial intelligence. At present, the IIoT access technologies have been mainly divided into short-distance and long-distance wireless communication technologies [11] . The short-range wireless communication technology standards generally include the IEEE 802.15.4 protocol, the IEEE 802.15.1 protocol, and the IEEE 802.11 protocol. Long-distance wireless communication technology, especially Low-Power Wide-Area Network (LPWAN), is developing rapidly in the field of Internet of Things. Representative technologies include NB-IoT and LoRa where NB-IoT operates in authorized spectrum bands. Nowadays, there have been three typical international standards in IIoT, namely ISA100, WirelessHART and WIA-PA. The above three all adopt short-range wireless communication technology based on IEEE 802.15.4 protocol [12] .
The MAC layer of IEEE 802.15.4 defines superframe in order to achieve synchronization between the coordinator and the device. A superframe is a time axis that defines which state the device is in at a given time and in what way it transmits service data. The structure of superframe is composed of two periods, active period and inactive period. The active period includes three phases, beacon frame transmission and reception, Contention Access Period (CAP), and Contentionfree Period (CFP). The IIoT nodes use CSMA/CA mechanism to compete for accessing to channels during the CAP period, whereas during the CFP period the gateway allocates available time slot resources according to the needs of each IIoT node. However, the early IEEE 802.15.4-2006 standard only supports a single channel, the number of time slots is also limited, and the power consumption is large, which is inapplicable to large-scale deployment applications in industrial sites [13] . Targeting at this problem, IEEE released IEEE 802.15.4e TSCH (Time slotted Channel Hopping) protocol in 2012 to achieve conflict-free, highly reliable, and lowlatency deterministic communication [14] .
In IIoT application scenarios, there are huge number of IIoT nodes deployed at industrial sites such as automated unmanned factories. It is very likely that multiple nodes may simultaneously apply to the gateway for time slot resources to send data [15] . However, the time slot resources of the gateway are relatively limited, and the IIoT nodes in the network have multiple functions and complicated services, which makes the delay tolerance and service priority of their services different [16] , [17] . Therefore, how to dynamically estimate the service priorities of IIoT nodes and allocate communication resources based on the service priorities is critical. In this paper an adaptive resource allocation method is proposed. The contributions of this paper are listed as follows.
i) The resource allocation optimization model of IIoT is proposed. The communication resource allocation problem of the IIoT is transformed into a conditional constraint optimization problem that takes into account service priorities and QoS guarantees. This problem is abstracted and described from the perspective of mathematical modeling. ii) A dynamic priority estimation method is presented.
Based on the self-similarity of the service data observed by the IIoT nodes, the priority of IIoT node is dynamically estimated. The Hurst index of the service data is assessed using a weighted average algorithm to evaluate the variance of the observation data sequence for a given node. And then the self-similarity of observation data is assessed based on the obtained variances and the prioritizes of different services from diverse nodes can be further determined.
iii) An adaptive resource allocation method is designed. The resource allocation method is devised according to the priorities of different IIoT nodes. The Deep Q Network algorithm is adopted to iteratively optimize the time slot and channel allocation model to ensure that higher-priority nodes preferentially access to the channel while maximizing network throughput.
II. RELATED WORK
The 15 .4e TSCH protocol in 2012, which enabled the network to achieve low power consumption based on time synchronization mechanism and adopted frequency hopping to ensure highly reliable communications. The IEEE 802.15.4e TSCH combined with slot-based scheduling can accurately arrange the working status of each node in the network, stably establish a deterministic resource schedule, and effectively achieve conflict-free, highly reliable, and low-power deterministic communication process. However, the IEEE 802.15.4e TSCH protocol only provides a mechanism for establishing a schedule, but does not specify how the specific scheduling algorithm is established, updated, and maintained [18] . In order to realize the scheduling and allocation of time slot resources, researchers have carried out related research. At present, the resource allocation mechanism is mainly divided into two categories, centralized and distributed [19] . In centralized resource allocation, a management node, generally a gateway, is responsible for establishing, managing, and maintaining the scheduling problem of the entire network, but neither the MAC-based scheduling nor the related slot allocation algorithm can solve the TSCH network scheduling problem. Based on the analysis of the shortages of traditional allocation algorithms, Javan et al. [20] , proposed a time slot resource allocation algorithm based on load and network topology using the matching and coloring methods in graph theory according to the characteristics of TSCH networks, and then the delay boundary was deduced and analyzed. Cena et al. [21] , evaluated the performance of IEEE 802.15.4e network using a distributed resource allocation strategy by the means of simulations and experiments. Based on the TASA algorithm, Accettura et al. [22] , realized the establishment of an optimized multi-hop time slot allocation in distributed mode. Furthermore, the algorithm was optimized and experimentally evaluated in the Open WSN open source project, verifying that the algorithm owned excellent performance in terms of duty cycle, point-to-point delay, and packet loss rate.
Dai et al. [23] , pointed out that the utilization of multiple channels can effectively avoid interference and achieve parallel transmission. After adopting multiple channels, nodes in the interference range can use different channels for transmission, so that interference can be avoided to a certain extent. The problem of multi-channel transmission is a current hot research issue. Makram and Gunes [24] , proved that the optimal multi-channel resource scheduling problem is an NP problem. The current research on multi-channel resource scheduling is mainly divided into two aspects, channel scheduling [25] and time slot and channel joint scheduling [26] . Channel scheduling algorithm mainly studies how to allocate communication channels to the nodes in the network. The joint allocation of channels and time slots primarily researches how to allocate the time slot and channel resources required for communication among nodes in the network. However, research in this field is still in its infancy. For centralized multi-channel resource scheduling, based on the Wireless HART standard, literature [27] proposed a resource scheduling algorithm for joint allocation. This algorithm mainly aimed at the transmission mode of many to one in industrial monitoring applications. Das et al. [28] , proposed a mixed-integer linear programming model for static multichannel transmission scheduling problems with constraints on interferences, number of channels, and number of interfaces for maximizing parallel transmission links. However, the realizable polynomial time algorithm was not included. Most of the distributed multi-channel resource scheduling algorithms adopted the method of reserving resources in advance. In literature [29] , a CSMA-based soft channel reservation algorithm was proposed. Afterwards, the idle channel selection method was improved in literature [30] by choosing the channel with the largest SNR strength as the optimal one.
In general, the research results of adopting the DQN to optimize the resource allocation in the IEEE 802.15.4e TSCH protocol towards the IIoT by considering the priority of services have not yet appeared. In this paper, we evaluate the self-similarity of the observation data of IIoT nodes to dynamically prioritize the nodes, and then adopt DQN method to design an adaptive resource allocation algorithm that considers node priorities to ensure the QoS of IIoT while enhancing network throughput. Figure 1 , the system model is a typical IIoT star architecture where multiple IIoT nodes with different functions are densely deployed within the coverage of a gateway. IIoT nodes within the gateway's coverage area apply for time slot and channel resources from the gateway, and the gateway allocates time slot and channel resources according to the priority of the requesting node. After the assigned time slot arrives, the node accesses the designated channel to transmit observation data. Assuming that different IIoT nodes have diverse service types, thus QoS and delay requirements of each service type also differ. The IIoT nodes are divided into 3 types of priorities. The command feedback of the industrial control system is related to the security status of the entire industrial control system which owns the highest priority. In contrast, smart meters and industrial field temperature and humidity data have a limited impact on industrial safety production and should be given lower priority. However, the observation data of a considerable number of IIoT nodes are reported as routine data, and the degree of data change is slight, while the variation extent of some nodes is relatively violent. The gateway should consider the change degree of service data, and assign a relatively higher priority to the nodes observing largely changing data.
III. SYSTEM MODEL

As shown in
Assuming that in time slot t, the IIoT nodes in the network requesting time slot and channel resources are M = {1, 2, · · · , m}. The currently available channel resources are RB = {1, 2, · · · , R}. Then channel and time slot assignment problem can be abstracted as the following optimization problem with constraints.
where Pr io m,r (·) denotes the priority function which means the priority of the rth channel assigned to the IIoT node m. G m,r is the indication function if node m is assigned the rth channel, then it is 1, otherwise it equals 0. In addition, formulas (2)-(4) are constraint conditions which are utilized to ensure that each channel and time slot can only be allocated to one IIoT node at the same time. Therefore, the problem of time slot and channel resource allocation issue can be transformed into an optimization problem with conditional constraints. However, with the expansion of the scale of IIoT network, the above problem can hardly be solved mathematically, and only the approximate idea can be adopted to obtain approximate optimal solutions.
IV. DYNAMIC PRIORITIZATION ESTIMATION
In the application environment of IIoT, there may be multiple IIoT nodes to synchronously access to the channel and transmit the observation data of industrial equipments to the control center. However, the change rate of many service data is not significant just a normal status report, which contains less amount of information for the entire industrial control system. Meanwhile, IIoT nodes also need to execute control commands according to the instructions of industrial control system, and feedback the execution results to the industrial control system. Therefore, we design a method of prioritization to give higher priority to those nodes who transmit control commands or wildly changing data, so that they can quickly access the channel for transmitting data. For IIoT nodes transmitting industrial equipment observation data, the priority is dynamically estimated based on the selfsimilarity of the service data. First, the Hurst index of the data is evaluated using a weighted average algorithm to assess the variance of the observed data sequence of a given IIoT node, and the self-similarity of given node is evaluated based on the calculated variance, and then the priorities of different nodes are determined. Based on this, the resource allocation method is designed.
A. OBSERVATION DATA HURST INDEX CALCULATION
The Hurst parameter is related to long-term statistical correlation of a time series S (t). Let the time series be t = (1, 2, · · · , t) and define a time window with a single time step t. As the measure of self-similarity, it must be related to the basic statistics and eventually becomes the q moments of the incremental distribution, which is defined as
where 1 ≤ τ ≤ τ max , |S (t)| represents the sample mean over the time window. For q = 2, K q (τ ) is proportional to the autocorrelation function C (t, τ ) = S (t + τ ) S (t) . If define the Hurst function from the scaling behavior of K q (τ ) then we deduce that
The weighted Hurst parameter directly estimates the selfsimilarity of the data through the q-order moment of the incremental distribution. This self-similarity assessing process can be divided into two categories. The first one is the process that H (q) = H which is independent of the process q. These processes are self-similar, and their self-similarity values are uniquely determined by the Hurst parameter H . For the second category, H (q) is not continuous processes, these processes are called multifractals, and the scale of each moment has different Hurst parameters. Previous studies have pointed out how time series exhibit the scaling behavior of fractals, multifractals, or non-fractals. The Hurst parameter is calculated based on the average of different values of τ max . When validating time-varying Hurst parameters based on weighted average we set q as 1.
Assuming that the observed information correlation decreases exponentially, in order to achieve this exponential smoothing of weighted average, the weights are defined as
where θ is weighted characteristic time factor, and its reciprocal is the exponential decay factor α = 1 θ . The exponent ω 0 is
Thus for general quantities f (x t ), the weighted average over the time
Furthermore, by substituting the normal mean value of K q (τ ), we can get the weighted Hurst index as
From this, the H value H ω q (t, τ ) of the observation data for each node can be obtained. However, the change of the observation data cannot be directly distinguished only by the H value.
B. PRIORITIZATION OF IIOT NODES
In industrial deployment applications, different IIoT nodes have diversified requirements for time delay, and the observed data of different IoT nodes changes in varying degrees. In this paper, nodes are prioritized according to the delay requirements of the nodes and the changing degree of data. The gateway sets diverse channel access orders for different priority nodes to ensure that high-priority nodes can access channels with minimal delay.
Nodes are classified into three different priorities based on the changing degree of data transmitted by the nodes and the type of services, which are Pr io [0], Pr io [1] , Pr io [2] . The relationships of these three priorities are defined as
Among them, Pr io [0] is the priority of control command, Pr io [1] and Pr io [2] are priorities of service data. We set Pr io [0] the highest priority and the following is Pr io [1] . The Pr io [2] is the lowest.
In order to accurately prioritize service data, it is necessary to measure the degree of fluctuation of service data. Based on the H value of the observation data previously calculated, the degree of change is further measured by calculating the change rate of variance of the observation data. Assuming that the service data has N groups, then we calculate the Hurst index H (i) , i = 1, 2, · · · , N of each group separately. Thus, the variance of the Hurst index is calculated in groups. Var [H (1) , H (2) , · · · , H (i + 1)] , i = 1, 2, · · · , N − 1 (12) VOLUME 8, 2020
Based on above processes, the change rate of variance, VarH (i), can be obtained as
Var H (j) , j = 1, 2, · · · , N −2 (13) In this way, the changing degree of service data can be estimated, and the priorities of nodes can be determined by the following formula.
where Pr io (i) is the priority of service i, and δ is the priority threshold preset by the system. Therefore, the priority level of the node accessing to the channel for data transmission can be assessed.
V. ADAPTIVE RESOURCE ALLOCATION ALGORITHM
The optimization objective is to ensure the throughput of the network while satisfying the time delay required by each IIoT node, and allowing high-priority nodes to be processed preferentially. In the case of large-scale network, the abovementioned problem is extremely complicated to solve. Thus we adopt the DQN algorithm to approximatively solve it. The DQN algorithm combines Deep Neural Networks and Q-learning methods [31] to overcome the problem that Q-learning is difficult to achieve as state actions increase [32] . Definition 1: State space S. At time slot t, S is the set of all available channels in IIoT, S ∈ {0, 1, · · · , R}. S= 0 denotes no channel is available in the current time slot t. S=r, 0 < r ≤ R means that the number of channels available for the current time slot t is r. Definition 2: Action space A. At time slot t, the current IIoT node communicating with the gateway will select a channel to access. The set of these selectable channels is defined as the action space, that is the action a, a ∈ {0, RB 1 , · · · , RB R } where RB r represents the IIoT node selects the r-th channel to access to the gateway. 
Therefore, define the expected cumulative discounted reward as
where 0 ≤ γ ≤ 1 is the discount factor and T is the time cost by reinforcement learning.
The target of each IIoT node is to find a strategy π that maximizes its expected cumulative discounted reward R which is defined as
Deep Neural Network training for Q value is an optimization problem, which means optimizing a loss function L (θ ), that is, the deviation from target Q value to the approximate value of Q output by Deep Neural Network, through minimizing L (θ ). The loss function L (θ) is defined as
The update strategy of the neural network parameters θ is
The gradient descent algorithm [33] is utilized to update parameters of Deep Neural Network according to the above formula until the algorithm converges, so that the Q network approaches the target Q value. The pseudocode of the algorithm is as follows Algorithm 1 The Optimal Participant Selection Mechanism 1: Input: State space S, Action space A, Reward function R, Learning rate α, Discount factor γ , Neural network initial parameters θ. 2: output: Resource allocation strategy π 1 * , · · · , π n * . 3: repeat 4: for training e in epoch do 5: for t in time slot (1, · · · , T ) do 6: Judging the current state s; 7: for action a in {0, RB 1 , · · · , RB R } do 8: Randomly choose one action a; 9: if a ≥ arg max a Q (s, a;θ ) then 10: Choose action a; 11: else 12: Continue; 13: end if 14: Perform action a and get reward r and next state s; 15: Store data s, a, r, s in buffer D; 16: Randomly select a sample from buffer D s j , a j , r j , s j+1 ; 17: Set y j = r j , if end at j + 1 r j + γ max a jQ s j , a j ;θ , otherwise 18: Update θ in y j − Q s j , a j ;θ using gradient descent algorithm; 19: Update the target Q value every l steps making θ =θ; 20: end for 21: end for 22: end for Based on the above DQN algorithm, the aforementioned complex resource allocation problem can be solved. The gateway allocates time slot and channel resources to different IIoT nodes according to their priorities based on the solution results, so as to ensure that nodes with higher priorities can preferentially access to the channel while maximizing network throughput.
VI. RESULT ANALYSIS
In this section, we use Matlab to verify the performance of the proposed method, ARA_DQN, by comparing with the allocation algorithm based on traditional reinforcement learning, ARA_RL, and the random allocation algorithm, Random. Performance indicators are network throughput and data transmission delay. The simulation parameters are shown in Table 1 .
A. NETWORK THROUGHPUT COMPARISONS
As shown in Figure 2 , with the increase in the number of IIoT nodes, the network throughput of the three algorithms, ARA_DQN, ARA_RL, and Random has shown upward trends. This is because each node has to access the channel for transmitting observation data, and the growth of the number of nodes increases the number of source nodes and the total amount of data, which leads to the rapid increase in network throughput. Figure 2 also shows that compared with ARA_RL and Random, ARA_DQN has an average performance improvement of 10.2% and 24.4% in terms of network throughput.
As shown in Figure 3 , the network throughput of the three algorithms, ARA_DQN, ARA_RL, and Random, has rapidly increased with the number of available channels growing. This is because as the number of available channels increases, the communication channels that nodes can access increase, the communication resources of the network become abundant, and the service data observed by nodes is more likely to be successfully transmitted. Nodes in the IIoT can utilize more channel resources to transfer data, thus the network throughput increases gradually. It can also be seen from In Figure 4 , we observe that in terms of network throughput, ARA_DQN has the highest amount of high-priority data transmission, followed by medium-priority and low-priority, indicating that ARA_DQN can prioritize the transmission of high-priority service data and suppress low-priority data transmission. Similarly, ARA_RL has the highest network throughput for high-priority data and the lowest throughput for low-priority data. The network throughput of the three priorities is relatively average for Random method.
High-priority service data should be guaranteed for preferentially transmitting. From this, we know that ARA_DQN and ARA_RL distinguish the node's priority and design a resource allocation method based on the assessed priority to ensure the reliable and real-time transmission of highpriority service data. We also find that in Figure 4 the network throughput of the three priorities of ARA_DQN is more distinct than that of ARA_RL, indicating that ARA_DQN achieves higher efficiency than traditional reinforcement learning method by adopting Deep Neural Network.
B. TRANSMISSION DELAY COMPARISONS
From Figure 5 , we see that when the number of IIoT nodes gradually increases, the data transmission delays of the three algorithms, ARA_DQN, ARA_RL, and Random, all show upward trends. This is because when given the number of channels, as the number of nodes increases, the probability of each node accessing the channel for data transmission becomes smaller, and the waiting time for data transmission gets longer. Therefore, the average data transmission delay in the network increases. However, the transmission delay of ARA_DQN grows slowly than the other two, indicating that ARA_DQN can better solve the problem of channel competing. Figure 5 also shows that, in terms of transmission delay, compared with ARA_RL and Random ARA_DQN can reduce the average delay by 18.8% and 25% respectively under different number of nodes.
As seen in Figure 6 , with an increase of available channel resources, the data transmission delays of the three algorithms, ARA_DQN, ARA_RL, and Random, all decrease fast. It is because when the number of IIoT nodes is given, as the number of channels increases, the available channels that nodes can choose for data transmission grows, so that the service data observed by the nodes can be transmitted in a shorter time. Therefore, the average data transmission delay of the network can be reduced rapidly. Compared with the other two, the transmission delay of ARA_DQN decreases fast, indicating that the resource allocation mechanism of ARA_DQN is much more reasonable than ARA_RL and Random. It can also be seen from Figure 6 that under different number of channels, ARA_DQN respectively reduce the average delay by 17.3% and 23.9%, in comparison with ARA_RL and Random.
In Figure 7 , we see that the high-priority data transmission delay of ARA_DQN is the smallest, and the mediumpriority and low-priority data transmission delays increase in sequence, manifesting that ARA_DQN can preferentially guarantee service data transmission collected by high-priority nodes and suppress data transmission of low-priority nodes. ARA_RL is the same as ARA_DQN. The Random method has a more average delay in the data transmission of the three priorities. It demonstrates that ARA_DQN and ARA_RL can effectively distinguish the priorities of nodes, and thus ensure the real-time transmission of high-priority service data. Figure 7 also shows that the transmission delays of service data belonging to these three priorities of ARA_DQN are the lowest among the three algorithms. It indicates that the Deep Q Network model used by ARA_DQN can better optimize the resource allocation issue, and search for the optimal resource allocation scheme more reasonably than the traditional reinforcement learning method and the Random method.
VII. CONCLUSION
Nowadays, the Internet of Things has entered a new stage of deep integration and development with traditional industries. The transformation and upgrading of the industrial manufacturing sector has become the driving force for the development of the Industrial Internet of Things. In this paper, aiming at the issue on resource allocation problem of IIoT nodes with different priorities. First, the self-similarity of the observation data of IIoT nodes is evaluated, and then the priorities of the nodes are dynamically evaluated according to the assessed self-similarity. Furthermore, the Deep Q Network learning algorithm is adopted to design an adaptive resource allocation method to ensure the priority transmission of high-priority service data on the basis of maximizing network throughput. However, the issue on the secure data transmission has not been considered in this paper. In the future, it is planned to design an effective method for secure data transmission in combination with blockchain technology. 
